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Symmetric and Asymmetric Key Encryption
It is important to understand that information security has developed into a colossal factor as far as a modern communication network is concerned. Due to the increased cases of identity theft and theft of credentials online, people are continuously seeking for protection of the data they share and store on the internet. This is why people have learned and devised ways f encrypting data as they send it from one point to another or from one person to another to keep off the access to such data from unauthorized people who might want to have illegal access to personal information or rather personal or private data. However, this leaves loopholes that can be leveraged to ravaging effects. With that said, this paper addresses two recognized encryption systems that are utilized to tighten communication security in both symmetric as well as asymmetric encryption (Mercer, 2018). Furthermore, the paper focuses on various differences existing between symmetric and asymmetric key encryption. 
[bookmark: _GoBack]To comprehend the idea of symmetric as well as asymmetric key encryption, one must understand algorithms and cryptography. To begin with, an algorithm is known as a procedure or even a formula that is utilized to solve an information snooping challenge. Therefore, an encryption algorithm is recognized as a set of mathematical process for carrying out encryption on existing information (Mercer, 2018). The use of algorithm plays a crucial role in making data in the ciphertext and this needs the utilization of a key to change the information into its original state. Conversely, cryptography is known as a critical approach of utilizing advanced mathematical precepts in storing as well as transmitting information in a specific form to reach the intended individuals.  
Notably, technology advancement has contributed to the high demand for encryption as well as stringent security measures with a heightening number of enterprises and customers falling victim to a whole host of cybercrimes. In view of understanding it, encryption is defined as the procedure of encoding information and making it unintelligible as well as scramble. Specifically, the encrypted data is paired with an encryption key, which allows those that have the key to open it. Precisely, an encryption key is a collection of algorithms developed to be unparalleled, which are capable to scramble as well as unscramble information to unlock the data and turn it back to readable information. 
Symmetric and asymmetric key encryptions have considerable differences that individuals need to understand when using them. To begin with, symmetric encryption is defined as a type of computerized cryptography utilizing a singular encryption key to guide to electronic information. Notably, symmetric encryption's data conversion employs a mathematic algorithm accompanied by a secret key that leads to the inability to make sense out of the available data (Kumar, Munjal, & Sharma, 2011). On the same note, this encryption is a two-way algorithm as the mathematical algorithm is reversed when decrypting the information along with utilizing similar key secret. Simply put, this key is employed to encrypt as well as decrypt data. In this case, an individual must possess the same key that was utilized to encrypt information to decrypt it. In practice, the key represents a shared secret existing between two or more parties that could be utilized to maintain a private information link. 
On the other hand, asymmetric cryptography is a recognized system that utilizes both private and public keys to encrypt as well as decrypt information. In this case, the keys are considerable numbers paired together; however, not identical. Notably, one key can be shared with each individual and the other one kept secret. It is important to note that either of the keys can be utilized to encrypt a piece of information and the remaining key employed for decryption. In case the published key is the encryption or lock key, the scheme allows private communication from the public to the encrypting key’s owner (Agrawal & Mishra, 2012). Conversely, in case the decryption or unlock key is the one published, the scheme plays a vital role in serving as a signature verifier of documents locked by the owner of the private key. It is prudent to note that for asymmetric encryption key to deliver integrity, non-reputability, confidentiality, as well as authenticity, both systems and users must be certain that the pubic key is authentic and it belongs to the entity or individual claimed. Similarly, the users must ensure that this key has not been tampered with or replaced by a malicious third party.    
In addition, symmetric encryption is recognized as a traditional strategy of encryption. Furthermore, it is considered as the simplest of the two systems, which is carried out by means of one secret key that is called symmetric key that is possessed by both individuals. The aforementioned key is utilized to encode as well as decode the data. In this case, the sender employs the key before sending the information and the receiver utilizes it to decipher the encoded data. In simple terms, the system at hand is considered a straightforward approach and does not need much time (Kumar, Munjal, & Sharma, 2011). Additionally, the symmetrical keys play a vital role in transferring huge information. It is noteworthy that the current techniques of symmetric encryption are performed utilizing algorithms including AES, 3DES, RC4, Blowfish, as well as QUAD, just to mention a few. Similarly, the common type of this system is experienced once an encrypted connection has been negotiated between a customer as well as a server with installed SSL certificate. After negotiating this connection, two 256-bit session keys are established as well as exchanged to allow encrypted communication to take place.  
On the other hand, asymmetric encryption is regarded as a sophisticated and new form of encryption. To begin with, the aforementioned system is sophisticated because it integrates two cryptographic keys that play a vital role in enforcing information security. The keys above are known as private and public keys. The owner of the public key keeps the private key at a secure place, as the public key is existent to every individual who wishes to send data. It is important to understand that the public key plays a critical part in encrypting the data to be sent by utilizing a particular algorithm. Conversely, the private key that is kept by the receiver decrypts the information and similar algorithm is behind the aforementioned processes. Moreover, the engagement of double keys makes the system in question a sophisticated approach. Therefore, it proves to be significant as far as data security is concerned. Examples of widely used asymmetric encryption algorithms include RSA as well as Diffie-Hellman algorithm.   
Both symmetric and asymmetric encryption keys are grounded on the ancient art of cryptography and utilize computers as well as algorithms to turn plain text to an unreadable and jumbled code. In this case, users require an encryption key to decrypt ciphertext into plaintext as a series of bits that decode the text. Specifically, the key is something only the sender or the intended recipient has in their possession (Fraser, 2018). What is more, computers are in a position of breaking encrypted code by guessing an encryption key; however, complex algorithms such as an elliptic curve algorithm, which in turn can take considerable time. In case an individual wants to send data with encryption, he or she must share the key that helps decrypt it and the recipient is able to read the original information. 
Therefore, when a person sends an encrypted email, only the individual with the key can read it. On the same note, if one is using an encrypted internet connection to shop online, the data, as well as credit card number, are hidden from unauthorized users including identity thieves, illegal surveillance or even hackers. When using symmetric encryption of the information with a unique key, the fundamental key is stored and is accessible to the place where the information is used but separate from the encrypted information. In this case, the encrypted data is written to as well as read from the storage and this eases some of the available concerns that hamper the adoption of the aforementioned technology.
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